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Introduction

— Commissioned Surveys

In 2025, companies that build software in the U.S., Canada, and the UK are prioritizing application security (AppSec) By Security Compass
training to address evolving cyber threats. This study of individuals in medium to large software-developing companies

highlights key trends, including the growing role of compliance mandates. Over 80% of organizations require security Survey Participants
training, with frameworks like NIST 853, OWASP Top 10 and PCI DSS driving implementation.. Compliance remains the

top motivator, cited by over half of respondents. However, organizations struggle with training effectiveness, with the top > 150 respondents from the US
three frustrations of those being trained being: 1) the content is not delivered through relevant security tools, 2) the (73%), Canada (17%) and the
content is often outdated or repetitive, and 3) the content is not customized and therefore not applicable to their role. UK (10%) in companies with a

minimum of 100 developers.

To bridge these gaps, there are numerous options to build knowledge over a career, 20 of which the report explores. The - ted individual
argeted individua
top five include instructor-led courses, interactive training methods, live cloud labs, interactive hands-on training 8 , ..
. . R . . . . . contributors (69%) primarily

platforms, and on-the-job tutorials. Timing is critical, with one in four respondents preferring training during cloud

alongside managers and above
(31%) who had self-reported

competency in secure coding

configuration and coding phases to integrate security earlier in the development cycle. Certifications are also seen as
valuable, with accredited individuals reporting benefits such as career advancement, increased compensation, and an
improved ability to guide team members on security best practices. Budgeting varies widely, with almost half of companies

standards and regulations.
allocating between $500 and $700 per employee annually.

Al and machine learning are playing an increasing role in cybersecurity strategies, with most organizations leveraging The survey was conducted by
Al/ML to some extent and about four in ten making it a central pillar of their security operations. As Al reshapes Golfdale Consulting

cybersecurity, three-quarters of companies anticipate greater investment in formal and on-the-job security training.
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"Compliance may require AppSec training, but
leading organizations go further, ensuring it truly
benefits their developers. At Security Compass, we
provide advanced eLearning that integrates Al,
automation, and real-world scenarios, with
customized role-based content that equips teams
with the skills to build secure software from day one.
By embedding security into development workflows,
companies not only meet requirements but gain a
competitive edge inresilience and innovation."

ROHIT SETHI

CEO, Security Compass
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Security Compliance Training

In 2025 we see security compliance training as a necessity by 8 out of 10 organizations that build custom software. Where this is lacking, practitioners do so
voluntarily. More specifically, application security training is either mandatory or set as an internal policy by some 85% of software producing companies.

Security Compliance Training @

Yes, it is mandatory by my organization

T e

Yes, it is voluntary and | have undertaken it

14

Yes, it is voluntary and | have NOT undertaken it
E

No but | wish there was

o)

No and | don't see a need for it

0
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Application Security Training @

Yes, it is mandatory to meet compliance requirements.

s

Yes, it is mandatory to meet internal policies.

A 10

Yes, it is voluntary and | have undertaken it

I 14

Yes, it is voluntary, but | have NOT undertaken it.

o)

No, but | wish there was.
11
No and | don't see a need for it

o)
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#1 Driver of AppSec Training

Compliance requirements drive AppSec Training.

Driver of AppSec Training @

We need to for compliance (i.e. compliance
and regulatory frameworks such as PCl,
NIST, ISO, etc.)

We have contractual requirements (i.e. our
customers demand it)

Business wants to (i.e. business goal of
improving security of software across the
organization)

Engineers want it (i.e.the developers are
asking for it)
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Best Time for Application Security Training

Most commonly, appsec training is preferred during coding/configuration and/or when starting new requirements/receiving new user stories.

Best Time for Training @

25%

During cloud configuration; During coding and implementation

Starting implementing new requirements; After receiving new User Stories
After a Bug Report; After results of a Pen test

During architecture and design of our software

After results of a Threat Model

When | run into a problem while coding

When vulnerabilities are discovered in the code

In between major projects that I'm working on

There's never a good time, but | do it when it's mandatory

At a set time of the year, irrespective of the projects underway

I don't believe | need secure development training
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Methods to Build AppSec Knowledge

There are numerous options to build knowledge over a career. The top five include instructor-led courses,
interactive training methods, live cloud labs, interactive hands-on training platforms, and on-the-job tutorials.

Methods Used in a Lifetime to Build Knowledge @
.| Companyfunded [ Selffunded [l Free Resource | Haven'tUsed It

Instructor-led training

Courses dedicated to application security

Labs with live cloud environments

Interactive hands-on training platforms

On-the-job tutorials

Vendor-specific courses (e.g., AWS, Google Cloud, Microsoft)
eLearning from cybersecurity-specific providers or vendors
Self-paced learning modules

eLearning courses from general platforms (e.g, Linkedln Learnin...
Just-in-time training (e.g., short task-specific videos)
Searchable Knowledge Base

Code samples and best practices

Self-taught through online tutorials, books, or manuals
Online resources (e.g., StackOverflow)

Video tutorials or "how-to" guides

Browser-based simulations

Participation in appsec communities (e.g., Reddit)

Chatbot Tutor

Code snippets, YouTube videos, or similar resources

11% 8% AR

Blog posts or written guides 79%
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Benefits of AppSec
Accreditation

Supporting an increase in compensation and
helping make their job easier are the benefits
most readily experienced by those accredited.
Those who have not yet been accredited also
agree that there would be benefits to do so; most
notably, helping network with other professionals.

SecurityCompass

Benefits of AppSec Accreditations @

[ Benefits to the Accredited (n=131)

Supports an increase in
compensation

It helped make my job
easier

44

W
O

Helps get promoted

Helps me guide others on
my team

Its professionally
interesting

W
O

w
O

It's required for roles |
pursued

W
N

Helps network with other
professionals in my field

W
N

O

Does not help my career
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Effectiveness and Value of AppSec Training

AppSec Training is generally considered effective, and has moderately improved over the past few years. Over 4
in 10 view accreditation as a company differentiator and ISC2 accreditations in particular as extremely valuable.

Effectiveness of AppSec Training @

B Very effective Effective Moderately effective [l Barely effective [l Not at all effective

Value of Certifications for the Company

It is a clear company differentiator [ Itisavalue addforus [ Itissimply expected as a requirement It adds very little value
‘46% 44% 8%

Value of ISC2 Accreditations

Extremely valuable [ Veryvaluable [l Moderately valuable Slightly valuable Not valuable

‘ 43% 45% 10%
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Top Frustrations with AppSec Training

The top 3 frustrations with AppSec training involve how content is delivered, kept current and customized to the role of the person takingit.

Ranking of Top 3 Frustrations with AppSec Training @
" Ranked 1st | Ranked2nd [ Ranked 3rd

Content not delivered via dev environment/tools and/or security tools 32%

Content isn't refreshed and is repeated year after year
Content is not customized/applicable to the work my org/I do 24%

Content is too basic for my/my organization’s needs 20%

Content is not kept up to date (outdated guidance)

Lack of content for specific regulations

Lack of gamified activities

Manual / time-consuming platform/learning plan setup

Lack of content for specific technologies

Not role-based

Not enough post-lesson exercises

No integrations to customize training

No integrations to automate enrollments with HR systems

Videos are too long

Lack of interactive content (primarily text or video)

Interactive Labs are too time-consuming

Lack of content for specific roles

None of the above
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AppSec Annual Budget Expectations

No one indicated that their budgets for AppSec training would decrease with almost a quarter expecting it to increase in the next 12 months.
Expectations for an increase were most felt by those whose companies make it mandatory to meet compliance requirements, less so for
those who only have the mandate internally, and less again for those who undertake it voluntarioly.

. Budget Expectations by AppSec Training Offered by Org
Budget Expectations @ to Stay Current With New Threats and Vulnerabilities

B Decrease
Stay the
. same
" Increase
Budget Change Next 12 It is mandatory to meet  Itis mandatory to meet Itisvoluntary, and | have
Months compliance requirements. internal policies. undertaken it.

SecurityCompass 11



https://www.securitycompass.com/

Leveraging Al/ML to Mitigate Cyber Threats

Seven out of ten government agencies have made Al integration a major priority in their product development. By contrast,
just 2% of government agencies that build software have set Al aside and have no plans to integrate it into their products.

Leverage AI/ML to Mitigate Threats @

Extensively - Al/ML is central to our
cybersecurity strategy

43

Significantly - AI/ML plays a key role in
several critical areas

Moderately - Al/ML is used in specific areas - 14

Minimally - Al/ML is occasionally applied 0

43

Not at all - We do not currently use Al/ML 0)
for cybersecurity
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Conclusion

Security compliance training is a standard requirement for most teams developing software, ensuring they stay
aligned with evolving regulations and best practices. Where training is not required, many professionals
voluntarily seek it out to stay current. Application security (AppSec) training is also a priority, primarily driven
by compliance mandates and contractual obligations.

Developers prefer AppSec training during critical phases such as cloud configuration, coding implementation,
and when receiving new requirements. Training is least likely to be taken at set intervals or between major
projects. Yet, challenges persist. Developers' top frustrations include training that isn’t integrated into security
tools, outdated or repetitive content, and a lack of role-specific customization. Throughout their careers,
developers have built AppSec knowledge through a mix of instructor-led courses, interactive hands-on
platforms, live cloud labs, and on-the-job tutorials. Al is playing an increasing role, with nearly 40% of
organizations making it central to their security strategy and most leveraging it in some capacity for
cybersecurity training and automation.

Most expect to maintain or expand their security training investment in the year ahead, particularly if AppSec
training is mandatory to meet compliance requirements. AppSec accreditation delivers clear benefits, helping
professionals advance their careers, increase compensation, and strengthen team security practices.
Organizations view security certifications as a clear differentiator, with nearly half considering them a valuable
asset in building customer and partner trust. Recognized credentials, such as ISC2 accreditations, are widely
regarded as critical to maintaining a strong cybersecurity posture.
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Secure Development Resources

For more cybersecurity resources please visit:
Phone: | . Email:

About Security Compass

Security Compass helps organizations build secure and compliant software by design. SD Elements, our core platform, enables

teams to identify potential threats and generate security requirements before coding begins. Seamless integrations with SeC u r i ty C O m p a SS
existing DevSecOps tools and workflows enable developers to produce secure code efficiently. Our Application Security

Training combines a rigorous curriculum with hands-on labs, equipping developers with the skills to build secure software with

confidence. To discover how Security Compass enables secure software development at scale, visit www.securitycompass.com.

About Golfdale Consulting, Inc.
Golfdale Consulting Inc., trusted advisors to growth focused business leaders. Golfdale expertise and hands-on approach with

senior executives spans three critical areas: 1) global market research and insights; 2) analytics and the application of decision G Q L F D A L I
sciences; and 3) advocacy for evidence based regulatory reform and market impact. Follow Golfdale Consulting on Twitter

@_golfdale or visit https://golfdaleconsulting.com/

Security Compass owns the copyright in this study and the survey results to the fullest extent allowed under the copyright laws and various other intellectual property rights laws in the United
States, Canada, other foreign jurisdictions, and international conventions. You are strictly prohibited from copying, reproducing, modifying, distributing, or displaying any of the content
contained herein without permission from Security Compass. If permission is granted, reference and credit must be given to Security Compass. Security Compass accepts no liability if this study
and the survey results are used for an alternative purpose from which it is intended, nor to any third party in respect of the content herein.
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